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Cisco cheat sheet commands

Cheatography Level Mode Prompt 1User EXECDevice&gt;2 Privileges EXECDevice#3 Global Configuration Device (Configuration) #4alnterface ConfigDevice (Configuration-if) #4bLine ConfigDevice (Configuration Line) Automatically re-enter the last command in the up arrow Ctrl+Shift+6oh crap, stop! (Cancel the current operation) Ctrl + CEXxits configuration mode Ctrl +Z using the
current command priv. EXEC mode Ctrl +UErases omit command command information display version to erase anything in the current prompt line IOS version, memory capacity, etc., bit Ethernet 0/0show IP interface brief name, IP, status, etc. (all interfaces) mode from mode to mode to IPv6 If you do not take the address, iPv6 address short command complete command function
EXEC, privi &gt; exes terminal mac address table mac address table show IP route routing table show interface g0/Ostatus, MAC , IP, etc. EXEC &gt;Global configtinterface Global Configuration&gt;Interface configliline Global Configuration&gt;Line configsh runshow Showing execution configuration Current configcop r scoper-config-configsaves The current configno ip dom ip domain
lookup key prevents the router from trying to read bad cmds as a host name star [Tab] erasing the startup configMUST after the lab that erases the startup configuration. From the command ModeWhat It praves the host name xyzglobal configuration set host name to the encrypted password of the xyzenable secret xyzglobal configuration set. EXEC to xyzservice Password Encryption
Global confignings All PasswordLine Console 0 Global Configurers Line Settings Mode When the line setting mode is set to 16 vty linepassword xyzline configset line password, the vlanlip address [IP] [subnet #Text] Gigabit Ethernet 0/1lip Address IP/Prefix Interface Settings Set Interface Interface IPv4 Address No Shutterface Settings Interface Description Text Interface Settings Turn
on Interface Commands to Execute Mode Commands Interface g0/1 Global Configuration Used to document information about interface address IP/prefix interface configuration interface IPv6 addressessipv6 address IP/prefix link local interface configuration interface IPv6 link local addressipv6 unicast routing global settings, IPv6 routing commands to offset carbon usage with mid-
cisco network ios cli ecology for beginners. Please help us by clicking on the link below!; &gt;Page 2 download starts automatically in 5 seconds. CCNA Quick-Navict Quick Snippets &amp; Scripts Full Navigation Basic Network Settings in the General Section Intialize These commands created these scripts in an educational way while erasing all settings, restarting the device and
restarting the startup settings delete vlan.dat say no to Remeber, which says no to save the configuration running when reloading. If you answer yes, the config you are running is saved and you cannot use the new settings when reloading. Basic Switch Configuration Configuration Terminal No IP Domain Lookup Host Name S1 Line Console 0 Logging Synchronous Exit Banner motd
$ Approved Access Only! and Godzilla, Any Day $ Exit Copy Execution Configuration Base Router Configuration Terminal No IP Domain Lookup Host Name R1 Line Console 0 Logging Synchronous Exit Banner Mod $ Approved Access only! and Godzilla set password security pastable configuration terminal any day $ exit copy execution configuration startup configuration basic
configuration no ip domain lookup host name R1 line console 0 synchronous exit banner mod $ approved access only! and Godzilla any day $ exit copy execution configuration startup settings enable conf t secret classline console 0 password cisco login exit line line vty 4 enable password login end line enable password encryption for basic security password enable password
encryption secret class line console 0 password cisco login end Line vty 0 4 Password cisco login exit exit service Password Encryption SSH show ip ssh conf t ip domain name cisco.com encryption key rsa username management secret ccna line vty 0 15 transport input ssh login local exit ip ssh version 2 Return exit clock show clock to US East time clock time zone EST -5 Default
time zone Basic Harden (work required) conf t !logout timer!line con 0 exec-timeout 5 line vty 0 4 exec timeout 5 exit IP ssh timeout 60 ip ssh authentication - retry 3 FTP Using End Backup Configuration via 3, the built-in FTP server copy running FTP server copy running startup configuration ftp://192.168.1.10/config.txt backup configuration ftp://192.168.1.10/config.txt running
configuration Nuking (ROMMON, ROMMON, password recovery, etc.) Boot Interupt to recover lost or unknown password warning: In this operation, remove all current settings on the device to make sure that the console cable is connected to the 9600 baud backup settings. If you need to remove the power cord for a few seconds, re-insert the power cord into the switch for a few
seconds, hold down the mode button and the green flashing light will flash. Release the mode button. You will see something like this: initialize the flash file system and complete the load.System Software # flash_init load_helper Boot flash_init Dash:config.text Flash:config.text.old Boot device must boot without configuration and grant access. Assign interface interface selection port
and assign IP address t int fO/1 ip addr 192.168.10.11 255.255.255.1 0 Assign static IP to end interface t int/O ip addr 10.0.0.10 255.255.255.0 Interface range port assignment and Specify ip address t int fO/1 ip addr 192.168.10.11 255.255.0 Select a single range and VLAN conf Assign to t int range f0/1-12 switch port mode access switch access VLAN 10 end comte t int range f0/13-
24 switch port mode access switch port access VLAN 20 end Conf t int range f0/1-4,90/1,f0/16-20 switch port mode access switchport access VLAN 10 end interface validation to select multiple interface ranges and move to VLAN f0/1 ip addr end console to provide an overview of ip interfaces or display IP int br delete IP addresses Port Change Console Baud t line con 0 Speed
115200 EndCon t Linecon 0 Speed 9600 End DHCP Snippet: Enable router DHCP server This snippet configures a DHCP server on R1 and distributes IPs on the 10.0.0.1/24 network. Ideal for ftp servers. conf t ip domain name cisco.com ip dhcp excluded address 10.0.0.1 IP DHCP pool test network 10.0.0.0.0 255.255.255.0 Default Router 10.0.0.1 End Snippet: Switch DHCP Server
IP DHCP Pool Test Network 10.0.0.0 255.255 5.0 Domain Name cisco.com Default Router 10.0.0.1 dns-server 10.0.0.1 Lease 4 ip dhcp Snooping IP dhcp-server 10.0.0.3 Interface vlan 1 IP address 10.0.0.3 Create a workaround for the DHCP pool in the CCNA lab at Liberty University because you cannot change the LAB IP address domain name cisco.com |IP DHCP Exclusion
Address 10.0.0.1 IP DHCP Pool Management Network 10.0.0.1 255.255.255.1 Default Router 10.0.0.1 1 End conf t ip dhcp exclusion address 192.168.10.1 IP DHCP excluded address 192.168.10.1 ip dhcp excluded address 192.0.0.192. 168.10.254 IP DHCP Pool Office Pool-1 Network 192.168.10.0 255.255.255 0 Default Router 192.168.10.1 dns-server 192.168.5.5 Domain
linux.org Name Running DHCP Validation | Section dhc pshpw IP DHCP binding disables IP DHCP server statistics DHCP conf t No DHCP end reactivated DHCP conf t service end creation VLAN create VLAN create each of the VLANs Create a different DHCP pool for each of the VLANs VLAN Creation VLAN 10 People Management VLAN 20 People Sales VLAN 30 Name
Operation End SVI and IP Address IP Address 10 192. 168.10.254 192.168.10.1 20 192.168.20.1 30 192.168.30.254 192.168.3 0.1 conf t vlan 10 IP address 192.168.10.254 255.255.254 255.255.0 ip Default Gateway 192.168.10.1 no shut int vlan 20 IP address 192.168.20.254 255.255.255 5.0 ip default gateway 192.168.20.1 no shut int vlian 30 IP address 19 2.168.30.254
255.255.255.255.255.255.0 ip Default Gateway 192.168.30.1 No Shut Add interface to end VLANS, 8 ports per vlan confint range f0/1-7 switch port mode access switch port access switch port access VLAN 10 int range f0/8-15 switch port mode access switch port access vian 20/16-24 switch port mode access switch port access VLAN 30 end each vlan conf t ip create DHCP pool of
domain name ip DHCPcis exclusionco.com d-address 192 .168.10.1 IP DHCP Pool vlan10pool Network 192.168.10.0 255.255.0 Default Router 192.168.10.1 Import All IP DHCP Exclusion Addresses 192.168.20.1 IP DHCP Pool vlan20pool Network 192.168.20.0 255.255.255.0 Default Router 192.168.20.1 Import All IP DHCP Exclusion Addresses 192.168.30 .1 IP DHCP Pool v
Lan30pool network 192.168.30.0 255.255.255.0 Default router 192.168.30.1 terminates when the device connects to port f0/4 of the instance and executes a DHCP request. 192.168.10.3 You need to get ip check DHCP pool connected to port assigned to VLAN 10 DHCP pool removal DHCP pool removal IP dhcp pool end intermediate network VLAN VLAN creation conf t vlan 10
name faculty v lan conf t20 students exit the port assignment conf t interface range Fa0/1-12 switchport access switch port access VLAN 10 end-cont-end t interface range Fa0/13-24 switchport mode access switchport access VLAN 20 end-conti interface GiO/1 switchport. Mode Access Switch Port Access VLAN 99 End IP Assignment Content t int vian 99 IP Address 10.0.0.0.1
255.255.255.255.0 End Verification assumes VLAN brief voice and data VLAN, VLAN VLAN 20 Voice conf t int Fa0/4 Switch Port Mode Access Switch Port Access VLAN 10 Switch Port Voice VLAN 20 End Management VLAN conf t t vlan 99 Person Management Exit Interface Fa0/24 Switch Port Mode Access Switch Port Access VLAN 99 Exit int vian 99 IP addr 10.0.0.1
255.255.255.255.255.255.255.255.255.255.2 End.dat VLAN Delete: Move the port to another VLAN or verify that you do not do VLAN 10 no vlan 20 end VLAN 20 end VLAN routing, and create multiple sub-interfaces on the router port to enable VLAN-to-VLAN routing. Note: Encapsulation dotlg must be called on the sub-interface before ip can be assigned. conf t Interface G0/0/1.10
Description VLAN 10 Encapsulation Dot 1Q 10 IP Default Gateway Added 192.168.10.1 255.255.1 255.0 Exit Interface G0/0/1.20 Description VLAN 20 Encapsulation Dot 1Q 20 IP addr 192.168.20.1 255.2 55.255.255.255.255.0 EXxit Interface G0/0/1.99 Description VLAN 99 Encapsulation Default Gateway dot1Q 99 IP addr 19 2.168.99.0 Exit Interface G0/0/1 Description S1 Trunk
Link to No Shut End Trunk Multiswitch VLAN Trunk S1 conf t Interface Gi0/1 Description From Trunk Line to S2 Gi0/1 Native VLAN 99 switch port trunk permission VLAN 99 end note: Do not forget to set the native VLAN (for example, 99) on each switch in the trunk because you do not see the native VLAN mismatch warning trunk validation display.Trunk show interface g0/1 switch
port EtherChannel EtherChannel protocol LACP and PAgP set multiple physical interfaces and links to function as a single logical interface. Up to eight ports can be configured to function as a single link. This increases bandwidth and increases redundancy. Note: mode active configures the Etherchannel group to use the LACP protocol Etherchannel Configuration between two
switches connected by two Ethernet cables. conf t int range f0/1-2 channel group 1 mode active exit int port channel 1 switchport mode trunk switch port trunk permission VLAN 1,2,20 confirmation EtherChannel interface trunk show Etherchannel summary DTP (dynamic trunking protocol) setting DTP conf t int gi0/1 switchport mode Dynamic end or conf t int giO/1 switchport mode
Connecting to devices that do not support Cisco professional DTP or creating static trunk conf t int gi0/1 switchport mode Trunk switchport Creation end DTP show dtp interface gi0/1 Advanced Network OSPV2 OSPV2 OSPv2 OSPv2 OSPv2 OSPv2 Detailed Network ID All commands indicate ip ospf Neighbor Show ip ospf Database Enable Router OSPF Process Start Mode: Global,
Global: Set Up Non-Valid conf t Router ospf 10 Loopback Enable Loopback conf t interface loopback 1 ip addr 1.1.1.1 255.255 End OSPF router ID configuration 1.1.1.1 replaces 1.1.1.1 with the required id. y' Required conf t Router ospf 10 Router ID 1.1.1.2 Exit Clear IP ospf Process Confirmation Display ip proto | Include Router ID OSPF - Point-to-Point Network Command Syntax
Router (config-router) #% v k7 —% Address wildcard mask Configure the triangle of three routers connected to each other as ospf point networks that configure OSPF. conf t Router ospf 10 Network 10.10.1.0 0 0.0 0.0 0 Area 0 Network 10.10.1.4 0.0.0 0.3 Area 0 Network 10.10.10.1.0.0.3 Gigabit interface using the entire area 0 0 0 0 0.0.0.3 t Router ospf 10 Network 10.10.1.1 0.0.0
Area 0 Area 0 Network 10.10.1.0.0.0 Area 0 Network 0 Network 10.10.1.14 0.0.0.0 Area 0 Use end IP ospf to set OSPF directly Using network commands to set OSPF directly on the interface. Syntax: router (config-if) #IP ospf &lt;process-id&gt; area &lt;area-id&gt; R1 (config) #/L—# ospf 10 R1 (Configuration Router) # k7 —727% L 10.10.1.1 0.0.0 Area 0 R1 (Configuration
Router) # No Network 10.1.1.5 0.0.0.0 Area 0 R1 (Configuration Router) # No Network 10.1.1 4 0.0.0.0 Area 0 R1 (Configuration Router) #f > X — 7 =1 AF¥ HE v ;1 —1 2w I 0/0/0 R IP ospf 10 Region 0 R1 (config-if) # Interface Gigabit Ethernet 0/0/1 R1 (config-if) #IP ospf 10 Area 0 R1 (config-if) #-1 >>2— 7 T -1 X Loopback 0 R1 (config) -if) # IP ospf 10 Region 0 R1 (config-
if) # OSPF Passive Interface Is t Router ospf 10 Passive Interface Loopback 0 Endf t Router Ospf 10 Passive Interface Gi0/0/0 Find End Specified Router and Backup Show &lt;/area-id&gt;&It;/process-id&gt;Ospf Interface Gigabit Ethernet 0/0/0 OSPF can be used to simulate point-to-point conf t interface GigabitEthernet 0/0/0 ip ospf network point-to-point loopback and P2P network
loopback from broadcast. 10.10.1 Multi-access OSPF network OSPF priority settings t int g0/0/1 ip ospf Priority 255 The value of end 255 can be from 0 to 255, allowing the router to be elected to DR. Single Area OSPF Throttling Reference Bandwidth Router# Router ospf 10 Router (Configuration Router) Automatic Cost Reference Bandwidth 1000 Mpbs Change Link Speed for
Common Values: 10, 100, 1000 OSPF link cost manual setting short note t int g0/0/1 ip ospf cost 25 interface 10 ip ospf cost 15 end OSPF Hello packet interval, IP ospf int g0/0/1 configuration OSPF Hello packet interval router (config-if) #ip ospf hello interval &It;seconds&gt; Set: Dead interval is automatically set as hello-interval * 4 OSPF dead interval OSPF Default route setting
Default route default route is , ip route 0.0.0.0 0.0 loopback 1 router ospf 10 Default source confirmation Default route display IP route | Gateway verification Single area Check OSPF neighbor OSPF neighbor ip os Check ospf protocol indicating pf neighbor Check OSPF process information Ip ospf check OSPF interface settings Ip ospf int g0/0/1 is an interface that displays OSPF
information. conf t int g0/0/1 ip ospf Dead Interval 100 End Ftp Server Usage Clone Repository: git clone Install python requirements (for ftp servers): pip installation -r Requirements.txt Run python ftp_server.py python3 ftp_server.py to run, pull scripts to network devices (warning: backup to avoid loss) switch #&gt; ftp://192.168.1.10/sw_base.txt Copy execution configuration
192.168.1.10Fedora Install packet tracers on workstations (credits for this method go from Fedora forums to fill pinches) 1.Login to Fedora GNOME desktop Remove older versions of packet tracers (if necessary): rm -rf/opt/pt rm -rf/usr/share/application Download the /cisco-pt7.desktop rm -rf /usr/share/application/cisco-pta7.desktop rm -rf/usr/share/share/icon/high-
color/48x48/app/pt72.pngPacketTracer_730_amd64.deb package from the netacad website. Open terminal: Copy the package from mkdir -p tmp/pt730 PacketTracer_730_amd64.deb to tmp/pt730 4. Extract the deb file for this folder: cd tmp/pt730 ar -xv PacketTracer_730_amd64.deb mkdir control tar -C control -Jxf control .tar.xz mkdir data tar -C data -Jxf data.tar.xz 5.Copy packet
tracer file to install it: cd data cp - r usr / cp -r opt / 6. Ghome environment settings: sudo &It;/secondsé&gt;Installation /usr/shared/application/cisco-pt7.desktop sudo xdg-desktop-menu installation /usr/share/application/cisco-ptsa7.desktop sudo update MIME database /usr/share/mime sudo gtk-update-icon cache -- force -- ignore theme index /us r/share/icon/gnome sudo xdg-mime
default cisco-ptsa7.desktop x-scheme-handler/pttp In -sf /opt/pt/packettracer /usr/local/bin/packettracer console access dotty by minicom on Linux Use to set the serial port Set the default settings to cisco console defaults. 8N1, no flow control: stty -F /dev/ttyUSBO 9600 litout -crtscts or: stty -F/dev/ttyUSBO cs8 -parenb -cstopb -echo raw speed 9600 # argument Meaning: # cs8: 8 data
bits # -parentb: no parity (for '-') # -cstopb: 1 stop bit (for '-') # -echo: If you don't specify this option, Linux may automatically send back the received characters # even if you are simply reading from the serial #port with a command like ‘cat'. On some terminals, if you receive a character like ASCII ETX (hex 03), code like *B will be printed. Console access on Linux screen You will need
this USB console cable. These can be picked up on Amazon for about $9-$12. Connect the USB console cable from the USB port on your computer to the cisco RJ-45 console port. If you haven't al-installed it yet, install the screen program. apt installation screen For the first USB serial device connected, it must be /dev/ttyUSBO0. The second must be /dev/ttyUSB1, etc. You can check it
using Is /dev. Grep USB root access is required. Screen /dev/ttyUSBO run at a specific baud rate. To exit the screen /dev/ttyUSBO0 9600 screen /dev/ttyUSB0O 115200 end screen, press Ctrl-a and ctrl-d, for example, if there is a problem with the connection. Delayed or funky, Cisco serial connections require the following settings by default: 9600 baud 8 no data bit parity 1 No stop bit
Use the screen to perform flow control accurately: screen /dev/ttyS0 9600,cs8,-palemb, -custopb, -hupcl screen/dev/ttyS0 19200,cs8,-paren b,-custopb,-hupcl screen/dev/ttyS0 11520 with odd parity: screen /dev/ttyS0 9600,cs8,parenb, parrod, custopb, -hupcl even parity: screen /dev/ttyS0 9600,cs8,parenb,-parodd,-cstopb,upcl Learn more about the Linux File Transfer Over Console
(minicom/xmodem) Learn more! calc Fedora dnf installation ipcalc yum installation ipcalc sipcalc (*nix) Debian/Ubuntu apt installation replace the sipcal package manager or whatmask (*nix) use case $ whatmask 10.0.1.12/30 IP Entered IP IP is/30 NetMask =...............; 255.255.255.252 NetMask (Hexadecade) =
ceeeenn.: Oxfffffc Wildcard Bit = ............... Network Address = ............. 10.0.1.15 Valid IP Address = ...: 2 First Available IP Address = ..: 10.0.1.13 Last Available IP Address = .. 1.14 Debian/Ubuntu apt Install whatmask or replace it with package manager
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