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Cisco ucs cli commands cheat sheet

If you've purchased HP Networking devices from us (Carolina Advanced Digital), and/or if you've been working with our Professional Services team on network projects, you're probably familiar with our go-to resource for all things CLI — HP Networking and Cisco CLI Reference Guide. We love this guide because it
covers all standard configurations you can use by showing Cisco side-by-side HP ProVision and Comware versions 5 and 7. Compare the CLI commands, get tips and tricks to configure a specific platform, and see sample configurations briefly in each section. Regardless of the switches you are managing this little book
(well, this great book-it's 560 pages) is your go-to CLI Bible. The latest CLI Reference Guide version 3 is out, and we invite you to download here for free and share the CLI love. Download CLI Reference Guide: CLI-Ref-Guide v3-2015-CAD (PDF) Contents Introduction ...............ccccuvees 7 Comware 5 and Comware 7
Integration ..o 8 Use of this guide .............. 10 Harvester differences..........cccccccveeeennn. 10 Clide navigation differences ..............cccccoo..... 10 Clide configuration differences ...........cccccvveveeeeeeennen. 10 Terminology Differences .' 11 Disclaimer ................ 11 Comparing view and configuration prompts.............. 12
Compare frequently used commands . 12 Chapter 1 Basic switch management ............... 13a) Access to administration.............. 13b) Configuration acCess .......c.ccccceeeeeennnn. 14c) Access to console — Baud Rate ............cceevveeee. 15c) Console and virtual terminal access — timeout.............cccceeeee.. 16 d) Reload and timed
reload 18 €) USB .......ccccoeeeeeennnnnnn. 23 f) System and environment.............. 24 g) Remote management SeSSIONS — VIEWING .....cccvvvreeeeeeeeeennn. 29 g) Remote management sessions — ending ...........ccccevvevveeneee. 32 h) List of output of technical support information .... 35 i) Filter output show running-config and display current
configuration..........ccccceeveeenn.. 37 j) Motd .... 38 k) The source interface for management notifications........................... 39 Chapter 2 Switch user ID and password and console acCess ..........ccccvvvvvvrrrennennn. 42a) Local user ID and password and console acCess...........cccceeeeeeennn. 42 b) Forgot password recovery
.......................... 55 c) Protect your local password........................... 57 3. 60 4. 75 Chapter 5 Syslog Services 91 6. 97 a) ATimeP or NTP ...............ccec...... 97 (b) SNTP ................... 106 Chapter 7 SNMP .......................... 111 @) SNMP version 1 and version 2C .........cc.c.ccceee...... 112 b) SNMP version 3 .......................... 125
8.137 a) Telnet 137 b) SSH ........ccevvvvvvveeeennn. 144 9.155@) HTTP ..o 155 b) HTTPS - SSL (self-signed certificates) .........ccccvvveeeeenn. 160 Chapter 10 RADIUS Authentication Switch Management........................... 167 a) Basic configuration ...............ccccunees 168 b) Rights regime .......ccccccceeveeeennn. 188 ¢)
Commandments Authorization ...................... 191d d) RADIUS accounting .............. 193 Chapter 11 TACACS+/HWTACACS authentication for managing switches ....... 196 a) Basic configuration ................ceeee.... 196 b) Rights regime ...........ccccoeeeeeenn. 211 (c) TACACS Accounting .' 214 12. 217 a) LLDP ................... 217b)
Year of Clean Development (CDP) ........ccccccvvvvvvvvnnnee. 224 13. 232 Chapter 14 VLAN Management ........ccccccvveeeeennnn. 248 (a) Creation and designation of DLANS ................. 248b) Designation of ports or interfaces for VLAN networks ....... 254 (c) Assigning an IP address to the VLAN ................. 270 d) IP Helper to relay /
Forward DHCP requests .........cccceeeeeeeeee. 272 Chapter 15 PoE (Power over Ethernet) 278 Chapter 16 VoIP subsidy .......................... 284 Chapter 17 Link Redundancy — LACP and TrunK.........cccccceevvveeennn. 290a) Control Protocol for aggregation ............cccccceeeeen... 290 b) Trunk ......cccvvvvvviiiinnee. 297 Chapter 18 RSTP
.......................... 302 Chapter 19 MSTP ................... 313 Chapter 20 PVST/PVST+/RPVST/RPVST+ ..........ccccvvvvveeennn. 336 Rip 21. 349 Chapter 22 OSPFV2 .............ccc.eeeeeeen.. 3533) Single area .’ 353 b) Several areas .......................... 356 ¢) Stubborn .............. 358 d) Totally stubby........................... 359 e) View or display
OSPF commands ..........cccvvvveveneee. 360 Chapter 23 BGP version 4 ....... 366 a) eBGP ................ 367 b) iBGP.............. 379 Chapter 24 VRRP .......cccooiiiiiiiins 384 Chapter 25 ACLs 391a) Definitions of standard or basic acls and extended or improved ACLS............cccevveveeeeee. 391 b) ACL basic configuration options
.............. 392 Standard/Basic 392 Extended/Improved ............. 392 (c) Routed/3. 401 Standard or Basic ACL .......................... 401 Extended or Improved ACL .......................... 401 d) VLAN/2.407 Standard or Basic ACL .......................... 407 Extended or Improved ACL .......................... 407 e) Port ACL (PACL) ......... 414
Standard or Basic ACL .............ceeeeeeneee 414 Extended or Improved ACL ........cccevvveeeeeeeee. 414 Chapter 26 QO0S .........cccvvvvvvvveennn. 418 QoS functional characteristics ................. 418 a) QOS.......oooiiiiie 419 b) Limit of the limit .............. 430 Chapter 27 IP Multicast ................ 435 a) PIM Dense . 436 b) Pim Sparse 440
c) IgMP.............. 449 Chapter 28 Support Tree Hardening.........cccccccvveveeeeeeennn. 451 (a) UDLD and DLDP.............cccccunnnnne 453 b) BPDU Protection and BPDU Guard..........cccccccvveenn... 457 (c) Loop protection 458d d) Root Guard.............. 460 Chapter 29 DHCP Sniffing .........ccccvvvvvveeeenee. 461 Chapter 30 ARP Protection, ARP
Detection and Dynamic ARP Control..........cc.ccccceee.... 470 Chapter 31 Community rate filtering 478 Chapter 32 802.1X Authentication.............. 483 a) 802.1X authentication ..........cccccceeeeeeeennnn. 483 b) MAC authentication ..........ccccccceeeee... 503 (c) Web or portal authentication .......................... 512 Chapter 33 Port Mirroring
or Port Span................ 525 a) Local Mirror or SPAN ........cccccvvvvveennen. 525 b) Remote mirror or RSPAN ................ 530 Chapter 34 HP 3800 Stacking/HP IRF/Cisco Switch Stacks .............cccccvvvnnne 537 Add A Comware Platforms — Default Configuration ............cccccceee..... 544 Annex B Comware CLI Commands in ProVision
Software.............. 545 a) Basic commands ...........cccoeeeeiiiiiiiiiiiics 545 b) Display commands .' 546 IndeX .......cccccceeeeeeennnn. 551 551
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